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5. IFHE

14.

141

14.2

AR

VALIDATION STRATEGIES AND PRIORITIES

Regulated users need to be able to provide evidence for their computerised
systems to demonstrate their range, complexity, functionality, control and
validation status.

For the validation of computerised systems there should be a system in
place that assures the formal assessment and reporting of quality and
performance measures for all the life-cycle stages of software and system
development, its implementation, qualification and acceptance, operation,
modification, requalification, maintenance and retirement®®. This should
enable both the regulated user, and competent authority, to have a high level
of confidence in the integrity of both the processes executed within the
controlling computer system(s) and in those processes controlled by and/or
linked to the computer system(s), within the prescribed operating

23

Tools and controls within the QMS, such as audits, change controls, configuration
management and continuous improvement programmes may feature here.

9/31

14, NYF—3 a9 ket BEIEN

141 Hiflxtga—F—iZ, ar v a—2{d AT L0, EHEE,
Hae, BE, RNUTFT—va VIR E R TRELAZ R R TE DM HE
N 5D,

142 a a—H by AT LB F— T 584, LFICHT5
FTATHA I NOEREMEIZBIT5ME EMHREDEASWE ISR
IEFIZFM - BET HHHBNERS L TWE 2 & B,

VT RN 2T AT ADORRZ
DR

B TEREAN & =2 A

Bk

ALY

23 QMS (WWEEHY AT L) ICBIT A HELEH, $bbEd, BHEH,
R B, MR BFIEAEE R b DIZA 9,

P1 011-3_J-excerption.doc



environment(s)®*. (See also Section ‘4.6")

14.3 The regulated user’s range of computerised systems needs to be formally

listed in an inventory and the scope/extent of validation for each detailed in
a consolidated written Validation programme®. Validation scope should
include GxP compliance criteria, ranked for product/process quality and
data integrity risk criticality, should the system fail or malfunction. This
process represents one of the most important pre-requisites of Validation
Master Planning (see PIC/S doc. Pl 006), in that it is essential to assign
priorities and attention to those systems (and features within systems) that

14.3
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24

25

The italicised-bold part of this definition should be interpreted as requiring controlled
documented methodology and records based on best compliance practices. This is to
ensure that firms have generated documented evidence (electronic and/ or paper based),
that gives a high level of assurance that both the computer system and the computerised
system, will consistently perform as specified, designed, implemented and validated.
Related validation dossiers for complex integrated projects should be clearly cross-linked
for audit purposes.

The scope or extent of validation for each system can be detailed in individual validation
plans. A hierarchy of linked validation plans may be appropriate as outlined in GAMP 4
guidance Appendix M1: ‘Guideline for validation planning’.

24

25
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144

represent the highest potential for disaster, should they malfunction or
become inoperative. The risk analyses and the results, together with
reasoning for critical or non-critical classifications, should be documented.
Risks potentially impacting on GxP compliance should be clearly identified.
There are a number of techniques to help identify and analyse risks and to
select risk reduction and control measures. For further information refer to
the GAMP Guide appendix and the GAMP Forum special interest group
paper on ‘Functional Risk Assessment’.

M FEE CH D (PIC/S doc. Pl 006 2/K) . T72bb,
HIERR &2 WITHRIERBICR S Te GBI B EO R & b
WY AT A (BEOV AT AERE) ICERELZ 52 EHT D
DPUIATH D, VAT 9T & ZDORERIT. BEIPEZIOHE
RN & T T B Z &, GxP i EMEICHET D AEEEDO &
DUAZITHFELTEBL 2L, VAT OREE DT OB & 72
HEM. VAT OERHE Y A7 ay hua— L FiEERRIRT A8
IV 20 dH %, S HRHERIL GAMP A ROT < T
+ 77 A & GAMP Forum special interest group @ [F§EE U A 7 ZF4fhi )
BT 5L,

GxP compliance evidence is essential for the following aspects and 144 GxP A DIHUL. UL T o —2{hv A7 NZBHE L 7-Fm

activities® related to computerised systems:

» data input (capture and integrity), data filing, data-processing,
networks, process control and monitoring, electronic records,
archiving, retrieval, printing, access, change management, audit trails

and decisions associated with any automated GxP related activity;

» in this context, examples of GxP related activities might include:
regulatory submissions, R&D, clinical trials, procurement,
dispensing/weighing, manufacturing, assembly, testing, quality control,
quality assurance, inventory control, storage and distribution, training,
calibration, maintenance, contracts/technical agreements and associated

26

These examples are intended to be illustrative, not exhaustive. | 26
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14.6

20.

20.1

records and reports.

Historically, these systems have relied on manual systems, some

The
introduction of computerised systems does not diminish the need for

electromechanical controls and paper based documentation.

compliance with GxP requirements and guidelines.

The current Good Automated Manufacturing Practice (GAMP) Supplier
Guide provides essential guidance to suppliers of software to the Industry.
The guide also provides a concise explanation of the interrelationship
between various stages of software development and the requirements for
Installation, Operational & Performance Qualification. The GAMP Guide
identifies five different categories of software.

DATA CHANGES - AUDIT TRAIL/CRITICAL DATA ENTRY

Where applicable, the audit trail for the data integrity may need to include
functions such as authorised user, creations, links, embedded comments,
deletions, modifications/corrections, authorities, privileges, time and date,
interalia. All linked components are to be immutably® linked in an IT
system security controlled audit trail. All original data records and masters
and any subsequent alterations, additions, deletions or modifications are to
be retained accurately and comprehensively within the retrievable audit
trail. The nature and context of transactions logged in the audit trail to be
deducible from and in agreement with, the firm’s approved Standard

32

Penguin English Dictionary: ‘Immutable [imewtab’l] adj unchangeable; without variation -
immutably adv.

145

14.6

20.

20.1

32
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Operating Procedures for information security management for the
particular computerised applications and user’s authorities®> Firms will
need clearly documented policies, standard operating procedures,
validation reports and training records covering such system controls.
ISO/IEC

17799:2000* may be of assistance with the design, implementation and

Information  Security Management standards such as

control of such systems.

DEEEIRIEFNTE L 13, FED 22— 57 7Y or—2 5

ARz — PR B ICH TS IER 2 T EEIC O TE
FDPRRLTE DD TH S, [FNTZ DL 5702 X T A EHESS
G2l T EHWIEIZ N SR Y o—, (EHERREFNE, N 7
—> g CHER NGRS EEE T 5755 5, ISONEC

17799:2000** D 5 2o fg it F = U 7 1 D EHELIE 535 F D
L DR RTADG Y, ETTR NEEEDEITIZ R E008 Ltk
L,

20.2  Where applicable, there should be special procedures for critical dataentry | 20.2 FRETHIVE. “RFT = v IV NUNEIR BER T —X A LD =60
requiring a second check, for example the data entry and check for a 12, 1R TN o H_EThH P, “IRF = v 7 BNNE T B
manufacturing formula or the keying in of laboratory data and results from RF—=HZATENE, WERFEDOAN ) ETF =7 D WITHK
paper records®. A second authorised person with logged name and DN ORRET —F LFERZXF—ANTHEERETH
identification, with time and date, may verify data entry via the keyboard. 5, u A Llz4uiE ID, BFFZfF L2 BT, BBESNTESE
For other automated systems featuring direct data capture linked to other TOANR, F—AR—RFRADNENTT—FERIELTHEW, fill
databases and intelligent peripherals then the second check may be part of DT —BZRX=2AHHNNIA 7V Yy MBI E Y v
validated system functionality (e.g. in a dispensary). Special access, system S, ENONLEET —ZERMVIADL AL AT L0 H

33 The systematic contextual ‘labelling’ of transactions in the electronic audit trail log is 3 FEIERIBO 2B T, ERIMUEO B A 7T 15 ~LHT ]
recommended as it can have automated functional feedback control links with security EITHOZEEHRT S, ZOT-NWAFFICED, BEX 2V T4 N T—
validation features. G UHEHENDO T 4 — Ry U s B B L TR LR TE 5,

34 Information Technology - — “Code of practice for information security management” 34 Information Technology - — “Code of practice for information security
BSI/DISC and national standards bodies. Other guidance will be found in the guidelines management” BSI/DISC and national standards bodies. FDA ¢ 21 CFR Part 11
upporting FDA’s 21 CFR Part 11. EHFETDHA RFA PO T A X2 R RNEEDTES 5,

3 This is an established compliance requirement in the GMP discipline. | 35 T GMP ZEHEIZB W THE SN TV A ESFERTH D,
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20.3

20.4

20.5

control features and/or special devices such as identification code bars, and
the inclusion and use of an audit trail to capture the diversity of changes
possibly impacting the data may facilitate this check.

The records pertaining to the audit trail events should be documented,
ideally as features of the operating system, database management system
(DBMS),
applications. Timelinked audit trail records should be available, if required,

document management system (DMS) and other major

in a human readable form as required by the inspector®®. GxP Inspectors
may see evidence for different forms of audit trail depending on the
regulations prevailing in the intended regulated markets for the products
or data.

It is expected that appropriate controls will exist such as the maintenance of
a register of authorised users, identification codes, scope of authorised
actions, in support of GxP electronic records and electronic signatures.

There should be records of checks that the data/control/monitoring
interface(s) between the system and equipment ensure correct input and

36

It should be noted that for the USA market it may be a requirement in for audit trails to be
available in electronic form, not just paper, but the implementation and enforcement of
compliance with 21 CFR Part 11 is under review by FDA in 2003, (see Ref. 11).

20.3

20.4

20.5

36
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21.

21.2

output transmission.

ELECTRONIC RECORDS AND ELECTRONIC SIGNATURES

EC Directive 91/356 sets out the legal requirements for EU GMP. The GMP
obligations include a requirement to maintain a system of documentation,
(Article 9) ¥. The main requirements here being that the regulated user has
validated the system by proving that the system is able to store the data for
the required time, that the data is made readily available in legible form and

that the data is protected against loss or damage.

The guidelines relating to documentation in the GMP Guide are in Chapter
4 and there is no requirement here that documents be in writing. Indeed in
paragraph 4.9 the section amplifies Article 9.2 (see above). It references
electronic data processing (EDP) systems and implies a number of good

practice measures that should be in place to protect the data:
» access by authorised personnel only

»  use of passwords

37

The main requirements in Article 9.1 are that documents are clear, legible and up to date,
that the system of documentation makes it possible to trace the history of manufacture (and
testing) of each batch and that the records are retained for the required time. Article 9.2

envisages that this documentation may be electronic, photographic or in the form of
another data processing system, rather than written.

21.

211

21.2

37
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»  creation of backup copies

» independent checking of critical data

» safe storage of data for the required time

Such systems also require evidence to demonstrate:

»  (fundamental) the use of validated, secure computerised systems

» The systematic use of an accurate, secure, audit trail, (where
appropriate)
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21.3 The central consideration here as in Directive 91/356, is that records are 21.3 Directive 91/356 (ZH D L HIZ, ZZTOEEIZEZ L L TIL.
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214

21.5

accurately made and protected against loss or damage or unauthorised
alteration so that there is a clear and accurate audit trail throughout the
manufacturing process available to the licensing authority for the

appropriate time.

The situation for an authorised wholesale distributor is similar for records
covering purchases/sales invoices, (on paper or on computer, or any other
form) . The requirements for records are clear: “Records should be
made... in such a way that all significant activities or events are traceable...

and are clear and readily available™.

Regulated user companies generally have a choice as to whether to use
electronic records or electronic signatures instead of paper based records.
When regulated users elect to use electronic records for GxP applications
then it will be necessary for the companies to identify the particular
regulations being applied and whether they are to be considered legally
binding and equivalent to their paper-based counterparts. Regulations
applicable to particular GxP disciplines may impose specific rules e.g.
when electronic records and electronic signatures are used as a primary of
data, records and/or evidence.

It is for the regulated user to explain and justify the technologies and
controls in place.

38

The relevant EC directive being 92/25, Article 6(e), as amplified in the GDP guidelines
(94/C 63/03). Article 8 of 92/25 requires that the documentation system makes it possible
to trace the distribution path for every product.

214

215

38
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21.6

An appropriate form of Electronic signature®* or authentication /
identification®® should be applied where

>  external access can be made to a computerised GxP system
»  the system electronically generates GxP regulatory records, or

» key decisions and actions are able to be undertaken through an
electronic interface.

Generally there is no requirement for records and documents created and

4 and validated, secure

maintained, as part of GxP, to be in ‘writing
electronic versions are permitted. In the absence of provisions to the
contrary this will arguably extend to “electronic signatures”. Certainly,

where requlated users have elected to use electronic records in place

of paper-based media, then it can be argued, (from the forgoing

requirements) that for accurate, authorised, secure electronic record systems

21.6

L. IEX51E VGE LR TR 6L, BTFELH 5014
1R DL 20 7 74— L (FRD I 5 LRBFENZENT T~ & T B,
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GxP O —# & LTIERK « fAFSh s IErn-bo) @
Thd L) kiR ERITR N, N TF— N SNEERE
FHUTHFRSND, ZREZAPBERROIRY . B#EN72<
[BVEL] ~LHEATITS THAH, P, Bl Foz—
V=B — X DIIZ (62 TEFARELEIT TS = & #RE
LSS . EHETERICED ONDBERE TR AT AL
THE0IT, (FEREEBZRVRIEDN D) LT O b OB

39

40

41

It has been proposed via industry comments that a signature should be unique to the owner
of that signature but not necessarily unique to the system. It has also been argued that it
may be desirable to issue and maintain only one signature across a multitude of systems.
Regulated users may need to explain and justify such arrangements, controls and logic.

The regulated user is expected to justify the choice of methods to be used to ensure
compliance with regulations and GxP, (see glossary ‘Advanced Electronic Signature’,
‘Electronic Signature (3)” etc.

In this context ‘writing” meaning ‘written by hand and/or signed by hand’ on paper media.

39

40

41
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21.7

these systems would logically require an attached immutable audit trail
identifying person, time and date and linking to particular transactions.
However, some systems may utilise a combination of human actions
together with other automated functions and a variety of media for GxP
data processing, records and information. Such systems may be described
as ‘hybrid’ and in such cases documented procedural controls with
recorded links, by reference and signatures may have to be used to complete
the audit trail across, for example, a mixture of paper based records* and

electronic files.

(SRR D Z e Nikam s D Z &l D,
EHEINS Z &2 MM S BBk
AN S HFE T& S B aratbf
A IFEHFE T & S B Al Bl
FFIE D T — 5 PE~ DR 179370 X1 B B Al bk
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T FHNEFEHL 3 > TEBABIF L0 b DIZT SLERD B,
Z DFNTEFUZ T, BHEEFHIZ L BRI D8RO 5.4
Bo EBFBIIL, PIZIT, HEN—X D8 % L BT 7 7 A D
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~

EC Directive 2001/83" 1%, /X v F U U — A NEREKMAITHEA LT
W5 Z &% QP (Qualified Person) 2% M&&k| (28R T “FBE"T
L2 EERODTND, LNLEBRL, ZOTAZR—AD
HERLFEZBAICHIRT 2 L0 RBEZTFHRA L2, Eo

42

43

Whilst EC Directive 2001/83* requires a Qualified Person to “certify” ina | 21.7

‘register’ that batches for release meet the required condition we are not

aware of any provisions that would restrict this activity to paper based

media and a handwritten certifying signature. Validated and secure

Including printouts from computerised systems. | 42

Superseding 75/319 Article 22 following codification. | 43
19/31
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electronic data processing systems may therefore be used in this context.
21.8 The key aspects of infrastructure, system and specific application to be 21.8
controlled and managed are:
»  the authorised user log-on for a specific application
> a unique combination of user ID and password called for by the
computerised system and linked to the user’s authorised account for
the use of a specific application
»  permitted task functionality for that user
»  the system to have defined time zone(s) and date standard referencing
with relative transaction linking, (complex systems may span several
time zones)
> the audit trail*
» other physical and logical system information security infrastructure
control features.
21.9 Issues to consider when assessing GxP compliance in the use of electronic 21.9
signatures include that:
» Documentary evidence of compliance exists for all aspects of
44 See previous Section (*20.1°). | 44
20/31
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infrastructure, system and specific application.

Where risk assessment concludes that the use of a digital signature
may be necessary (e.g. Certification to a third party or in GCP field
data collection and transmission) that adequate security measures
exist to protect the key to a digital signature. The level of security that
is appropriate depends on the sensitivity of the transaction and the
possible impact of the unauthorised use of the key. Public Key
Infrastructure (PKI) may be appropriate where risk assessment
indicates that a high level of security is required.

A register of entities that are authorised is being maintained.

There are procedures that ensure that entities authorised to use
electronic signatures are aware of their responsibilities for actions
initiated under their electronic signatures.

Personnel administering the systems have appropriate security
clearances, training, skills and knowledge.

Procedures are in place to record the printed name, or ‘identity’, of the
signer, the date and time when the signature was executed and the
meaning associated with the signature.

Procedures exist to try to detect the unauthorised use of an electronic
signature or compromised ID password combinations.
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21.10 Issues to consider where electronic records are used to retain GxP data: 21.10 GXP T — X RIEFIZ B T3 E I Tl S LG5 DR e -
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21.11

»  Archiving procedures are provided and records of use exist

» Procedures exist to ensure accuracy, reliability and consistency in
accordance with the validation exercise reported for the electronic
record system

»  System controls and detection measures (supported by procedures)
exist to enable the identification, quarantining and reporting of invalid
or altered records

»  Procedures exist to enable the retrieval of records throughout the
retention period

»  The ability exists to generate accurate and complete copies of records in
both human readable and electronic form

> Access to records is limited to authorised individuals

»  Secure, computer-generated, time-stamped audit trails to
independently record GxP related actions following access to the
system are used™®.
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Procedures exist to ensure that change-control and revision (additions, | 21.11 Z &K OSETALEE GBI, E1E, HIBR) % BEEARERRIfESE

modifications, deletions) transactions are documented in the audit trail.

45

A database management system (DBMS) will have this included as an optional feature, but | 45
for other systems it may be necessary to ensure that it is an added function. Regulated users
will then need to ensure that it is left “switched’ on.
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21.12 Issues to consider when the GxP system has a provision for external

21.13 Additional security arrangements and controls will be needed for GxP

access”®

» The system has a method of ensuring that external access and inputs
come only from authorised clients and that they come in the correct
format, for example as encrypted, digitally signed mail or data packets.
A mechanism must exist to quarantine external inputs where security
conditions are not met. The information security management
arrangements need to cover the quarantine, notification and the final
sentencing of such inputs.

» Mechanisms are in place to ensure that all external access can be
tracked. Each element of the processing stage should incorporate
logging and monitoring facilities. However, inspectors may expect to
see less onerous tracking for ‘read only’ access to a suitably secure
and protected system.

»  The capacity should exist to keep copies of data and to re-send them
from one stage to another if they get “lost” or corrupted at a later
stage of processing.

computerised systems which electronically generate regulatory records

Sometimes referred to as ‘open’ systems

|46
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allow external access, or enable key decisions and actions to be undertaken
through electronic interfaces. These requirements are being determined
largely by international initiatives to establish electronic commerce®’
However, where firms are interfacing such open system (external access)
functionality, in whole or in part, with their GxP systems, then the security,
control and validation information will need to be documented and
available to GxP inspectors.
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23.  INSPECTION CONSIDERATIONS 23. BRIBWTEBEIREZ L

23.1 The attention paid by inspectors to the assessment of the GxP implications | 23.1 BEREHOBBIZB W TEZEIZEOY A FORELLY 27
of computerised systems on a site (and between sites), will be determined to BERINCFHET 5, A R LIV A MEazrEa—21k
some extent by the overall site history and risk assessment carried out by VAT LD GXP B AT HICH -0 BEE NI ER
the inspector in preparing for the inspection. Information computer L. HOBREZOREERLY X7 OFHMEfERICEL D, Y7 hUx
technology management arrangements for the procurement and validation TRVAT LORESCNY) T —va i dbarta—2
of software and systems may be centralised at the regulated user’ s WEEHIX, BEEINDTA N TiEZe < HklkG = —% — o R4t
headquarter site rather than at the site of inspection. In such circumstances THEHL TR IRDOONDIEA D, ZOL I RRW T T, &
the controls, SOPs and records in place to ensure GxP compliance at LY A4 FTO GxP WA LN D LT LHEE - SOP - FLék)

4 Including 21 CFR Part 11. Title 21 Code of Federal Regulations Part 11 (21 CFR Part 11), | 47 21 CFRPart 11 #&dp, 21 CFR Part 11 (% 1997 4F(27 A U 1 FDAIZ L D A
which was issued by the US FDA in 1997 and provides criteria under which that agency Eh, YEANETDE  BETELAARODEROTEXEL LFREL L
considers electronic records and electronic signatures to be equivalent to paper records and 7 5 (D £ 27 KON TIE. E 2% EC #:iA
hand-written signatures. In Europe EC Directive 1999/93/EC (December 1999) on a ‘2 i—g Dire ct%/iig;;rléfgc ?;églg ; 12 H??ﬁ%\ E? ;i]— :Ej)iﬂ *M e %;;
community framework for electronic signatures and EC Directive 2000/31/EC (May 2000) 12512 [ % EC Directive 2000/3UEC (2000 43 f) 7% v&)é - ;L
on electronic commerce in the internal market are important. These directives were g A > 'reC“Yf _ - .o < o
implemented during 2001. It is not the purpose of GxP guides to reproduce such business 5OFRAIE 2001 AFICIRIT ST, ZD LD B VR ARG OBR%E
and commerce requirements. BRSB DX GXP HA RO BHTIE W,
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23.2

23.3

234

inspection sites will need to be made available on site. In some
circumstances it may also be necessary to consider an inspection at the HQ
site.

Clearly where a site has a lot of automation and integrated computerised
systems - and manufactures a range of sterile products - (for example), then
the potential risks from a GxP failure, (whether computer related or
otherwise) for the patient are high. However, where such automated systems
are well designed, implemented, managed and controlled, then potential
risks to product quality (and to patients) may be considerably reduced,
compared with labour intensive operations, as the latter carry inherent risks
from human variability and errors. Inspectors have to come to a judgement
on this by studying the firm's evidence not just in relation to the technology
aspects (through the application of GAMP etc.) but also the GxP risks
identified (through PQ™ reports and such-like)

Humans design, build, test, implement and change these complex systems
and there is opportunity for critical error with automated systems at any
stage in the life-cycle unless properly managed. The GAMP Guide provides
relevant guidance on these aspects.

It is not intended that this guidance should be used as a 'blunt instrument' for
all on-site inspections but inspectors should use it selectively to build up a

50

PQ = Performance Qualification

23.2

23.3

234

|5o
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clear picture of a company's scale and complexity of on-site ZBRNAVAEH L CREORBESLHGOa vV a—21k (b5
computerization (or automation) and investigate selectively the critical W EENME) OBEMIEBfEICA A—T L, BEERVAT AL
systems and risks. As stated in ‘2.7’ of this PIC/S guidance, inspectors U R % FIRICRET RETH D, ARPICIS HA X2 AD72.7”
may wish to consider evidence for compliance with GxP as indicated by WCRLE LD R EIIAEICA XY v 7R TR LIZ K HITGxP
italicised text throughout the document. Table 1 (page 34) immediately ICHG LTS Z EDFH AR LW EE S THhArH, 2o
following this section provides a suggested checklist for information to be v varOERICHD 34 X—TUD) F1iF, BELIZEILD
considered prior to inspection®". BET A HROWEF = v 7 VX TH D ™,

23.5 Where little is known about computerization on a site, then it may be | 235 Y%A hDOa L B a—Z{LIZOWNTHNo>TWND I ERDRNG
necessary to use a pre-inspection questionnaire to amplify the Site Master G FAIBEEEMZR R LT A b~ A X —7 7 A L OFEH
File details. ZHOLMNCLTEIRETHD,

23.6 Inspectors should select the GxP critical computerised systems from the | 23.6 EEE XML INTIF®WIDS GXP DFEZE L =2 E'=2 — X {F X
information provided and consider firstly the validation evidence for the FTAERINL, FTBRIREINTZ VAT LD NI 7 =23 > DFF
selected system(s) and then the routine operational controls for maintaining %, = U CIEETEEMEOH D% AT LR 572
a valid system that is accurate and reliable. Inspectors may find that DO HiEFEBEDEH R T XETh D, fgilsl, B2 (T
different departments in pharmaceutical companies will have responsibility VAT L) BEOYFLOT v A AT LD GXP EIZRT
for GxP aspects of commercial, or business (IT systems) and lower level LHEMZRELEICBIT 242 REMPA-TWLIZ a2, &
process control systems. Look for evidence of inconsistency, or muddled BEIIEATDITHA A9, T8 LaF -G R T
standards. &,

23.7 GxP critical computerised systems are those that can affect product quality | 23.7 GxP OEE/LR I Ea—H L A7 AL, ®HHEOMER IO

51 An electronic keyword search of GxP documents will reveal specific compliance 51 GXP LEICETHIX— U — FRBREIT AT, WP T _REXEEONENH S
requirements to assist in preparing for particular topic inspections. Keywords such as: MR | BEEOER AT 2T LA D, F—TU—FE LT,

‘document’ , ‘specification’ , ‘formula’ , ‘procedure’ , ‘record’, ‘data’, ‘log M) o MRl o T5) . T9E) . TRdék) . T7—#1 . Inm
book’ , instruction’ , ‘written’ , ‘sign’ , ‘approve’ , ‘writing’ , ‘signature’ r7yr ) T Eainder . Ay o KRR . TRE#HY
are particularly helpful for records, data, documentation, authorisation and signature issues. (A AN, 2R T UE. R SROEA Lo T EE O

2,
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23.8

23.9

and patient safety, either directly (e.g. control systems) or the integrity of
product related information (e.g. data/information systems relating to
coding, randomisation, distribution, product recalls, clinical measures,
patient records, donation sources, laboratory data, etc.). This is not intended
as an exhaustive list.

It is essential that firms have a computerised systems validation policy
together with linked SOPs and plans, including a listing, or inventory, of all
their computerised systems - classified as to their use, criticality and
validation status. For long standing systems, validation may have been
carried out retrospectively and for systems purchased or implemented in the
last few years, the validation should have been carried out (and recorded)
prospectively. Firms should have plans to complete any outstanding
retrospective validation of GxP related computer systems within a
reasonable time period depending on the risks and complexity of the
systems. The continued use of critical systems that are unsupportable by
suppliers and cannot be validated must be justified by regulated users,
supported by alternative fail-safe arrangements and considered for urgent
phased replacement.

The firm's validation approach should follow a life-cycle methodology, with
management controls and documentation as outlined in this guidance, which
contains consensus best practice guidelines.

23.8

239
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23.10 Inspectors should review the firm's Validation Summary Report®, (VSR)

for the selected system and refer as necessary to the System Acceptance Test
Specification and lower level documents. They should look for evidence that
the qualification testing has been linked with the relevant specification's
acceptance criteria, viz:

» PQversus URS .

> 0Q versus FS*

> 1Q versus DS or DR*
> Supplier audit reports

» Validation and *quality plans. e.g. Validation Master Plan, (VMP) or
Policy.

(*For big projects there should be a project quality plan and a QMS for the
documentation. For smaller projects established SOPs may suffice)

52

53

54

VSR=A best practice high level report, summarising the validation exercise, results and
conclusions, linking via cross referencing to lower level project records, detailed reports
and protocols. This is useful for briefing both senior managers, in regulated user
organisations and for reference by auditors/ inspectors.

0OQ = Operational Qualification; FS = Functional Specification

1Q = Installation Qualification; DS= Design Specification; DR = Design Review

28/31

52 VSR=# b D FEE RS E T,

| 53 OQ=HHHIA IRF I 1 K5 MERTAM

| 54 Q=4 B b 2k A

2310 BEBFILRELE VAT AT EIANY F—2 g4~ U —#H
A (VSR) Ll Ea—L, BEIGL, > X TFAZIALT
X MEFEZEED TN EEZRTXETH DL, HEFETX P
DB BIET SR DZ T AFIETEIZF 1T 540 Tor S il il
BEFIIRTREThHD, T72b5

> PQ & URS

> 0Q & FS™

> 1Q & DS &% E DR
> fHeEEAERSE

> NUF— g 30EE WERECSCEY, X N T—v
U AE =TT (WVMP) HAHWEIANT T — g R

:‘/»4

CREEe 27 bTIE T 2 FIWEERRIERH Y | CE
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DR R OEEFSCHEEE NSRS 5 D&KL,
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23.11

23.12

23.13

23.14

Inspectors should look for the traceability of actions, tests and the
resolution of errors and deviations in selected documents. If the firm has
not got proper change and version controls over its system life-cycle and
validation documents, then the validation status is suspect.

Inspectors should consider all parts of PIC/S GMP Annex 11 for relevance
to particular validation projects and in particular, the ‘Principle’ and items
1,2,3,4,5and 7.

The lack of a written detailed description of each system, (kept up-to-date
with controls over changes), its functions, security and interactions
(A11.4); a lack of evidence for the quality assurance of the software
development process (A11.5), coupled with a lack of adequate validation
evidence to support the use of GMP related automated systems may very
well be either a critical or a major deficiency. The ranking will depend on
the inspector ’s risk assessment judgement for particular cases. (NB. Since
1983, the GMPs have called for validated electronic data-processing
systems and since 1992 for the validation of all GMP related computer
systems).

If satisfied with the validation evidence, inspectors should then study the
system when it is being used and calling for printouts of reports from the
system and archives as relevant. All points in Annex 11 (6, 8-19) may be
relevant to this part of the assessment. Look for correlation with validation

work, evidence of change control, configuration management, accuracy and

29/31

23.11 ZBEEIL, HERLEXZICH ST 7 — K OEHIZO0 T, I,
TR IERPERTE S S E BRI RETH S, BEELT
WEBIEEN R TADZ A T 2N RINY 7 —2 5 X E
(CE )2 ZE RN NI EPESE L TORAIE, TD X T A9
NYF—= FEIATHOBKETH S EITIOZ 20,

2312 BEEEITHFEDNY F—rg 72 2 POZEYEIZ O T
/ZPICIS GMP Annex 11 D7 X TDIEH 717 N& Th 5, 1

ZPRINCIPLE' & 1,234,5 X TN 7 H 377~ & Th B,

FRTA, (EEEEIZL VRFTRBICRENTVSE) , €
DEEEE, tF = U7 EFHEIEFEFHMIZFA L 7= X EDKAN

(PIC/S GMP Annexll D4 1) ; V7 F Uz FHHE 7 X
D s BRFFDFFALD X HPICIS GMP Annex1l D5 &), =/ 5
/2, GMP B#ED B BHE > R 75 DEESH & 5B BB Y 5
— g CAFLDRIN & F1Z, BEPOFEBLRKEE 2V 5 5,
NESLATIHIZFFRE Do — R IZHf TS BEEE D U X 2 FHITHIBTIZ e
7793, (M 1983 ELFE GMP /i, NYF— P IAEEFT—
SUBER T AERDTEE, €L T, 1992 ELIF, GMP &
BDIE 2 —FRTAITT RN F—2a2F3L 512
LTS, )

23.13

NY F =g P DFFRP A5 THIIL, EEH DX T AI
BOTHELELOEES S 7014 787V T FLL D
LTINS EEICBEEEITS R T ADHEFTTHNETH S,

PIC/S GMP Annex 11 (6, 8-19) /DT X T DA+ > I Z DF 4
DFFMICTE L T & 5 TH B, NV T —>a MFE EEE

23.14

P1 011-3_J-excerption.doc



reliability. Security, access controls and data integrity will be relevant to
many of the systems particularly EDP (i.e.: Electronic Data Processing)

systems.

23.15 Consider also PIC/S GMP 4.9 and EC Directive 91/356/EEC Article 9(2) 23.15
for EDP systems. Guidance on the common industry interpretation of Annex
11 is given in the GAMP Guide, from the German APV.

DG, HCEPE, (S GO ZRT 2 &, TF=
Y7y, FToERI pr—n, LT —ZDELIEITES
D X7 A, 4#/ZEDP (Elecronic Data Processing) =X 7 A/Z
Bi#ET 5 ThH5 9,

PIC/S GMP 4.9 ~ EC Directive 91/356/EEC Article 9(2) for EDP
systems @ 717 N& TH S, PICIS GMP Aneex 11 D3 i@ fig
BUCKET DA L2 AR, KA APV 7B H S dv7z GAMP 7 A
]\ \—% 50

PIC/S GMP 4.9
F—H2t, BTHT— LI 2T A, BEIMMOEETX
LFEICEVFESZTELN, HHIND VAT AT 23R
@i%%ﬂib XEEEk D IERE SRR L7272 5720,
BN E TN T — X LEGTIEIC X VR b s 5451
m\m&éﬂk%@&ﬁ:/tlw&W@T~&@AﬁXi%
ERARETH D L oI Lt idz o7, B K OHIBRO L
ERES2TIIER SR 77 ' R 8R T — R I o T B
’i@%@én\iki%%~&@ﬂﬁﬁ%ﬁ%ﬁﬁmﬁé_
o BTMIRET DNy FLa— NI, BR7T—7, vA7
H74WA\ﬁﬁlﬁm@i&m@ﬂy77y7%%ﬁiof
hi&d 52 &, TN RAAHEOEBIKIZ D D EHNTH]
HTEDLZ LEPHFICHETH D,

23.16 Deficiency ratings applied by Inspectors will be based on the relative risk | 23.16 ZEZE/Z L 3 XMZFMEIL, 77U or—> a3 > DEMN LT X2
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of the application and their judgement of risk criticality. Pl L, Y X2 DEBEEDHBIZE S TIrHA S,
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